Spoofing-aware Attention Back-end with Multiple Enrollment and Novel
Trials Sampling Strategy for SASVC 2022

Chang Zeng'?, Lin Zhang"?, Meng Liu®, Junichi Yamagishi'*>

!National Institute of Informatics, Japan
2SOKENDALI, Japan 3Tianjin University, China

{zengchang, zhanglin, jyamagis}@nii.ac.jp, liumeng2017@tJju.edu.com

Abstract

The spoofing aware speaker verification challenge (SASVC)
2022 has been organized to explore the relation between au-
tomatic speaker verification (ASV) and spoof countermeasure
(CM). In this paper, we will introduce our proposed spoofing-
aware attention back-end developed for SASVC 2022. First,
we design a novel sampling strategy for simulating real veri-
fication scenario. Then, in order to fully leverage information
derived from multiple enrollments, a spoofing-aware attention
back-end has been proposed. Finally, a joint decision strategy is
aggregated to introduce mutual interaction between ASV mod-
ule and CM module. Compared with the trial sampling method
used in baseline systems, our proposed sampling method shows
effective improvement without any attention modules. The ex-
perimental result shows our proposed spoofing-aware attention
back-end improves the performance from 6.37% of best base-
line system on evaluation dataset to 1.19% in term of SASV-
EER (equal error rate) metric.

Index Terms: speaker verification, spoofing aware, attention,
multiple enrollment

1. Introduction

Automatic speaker verification (ASV) aims to tell whether the
test utterance comes from the claimed speaker who has regis-
tered. However, the ASV system is also vulnerable to several
conditions: (1) from the environment site, the performance of
ASV can be badly affected by background noise, transmission
channel, data quality, etc. [1, 2]. (2) from the speech itself
site, the test utterance can be spoofing impostor and generated
by text-to-speech (TTS), voice conversion (VC), replayed, or
DeepFakes [3, 4, 5, 6]. Although technologies has been largely
improved for above two sites, most researchers only focus on
building independent ASV or countermeasure (CM) without in-
teraction.

Thus, the Spoofing Aware ASV Challenge 2022 (SASVC
2022) [7] is organized to promote the development of models
that can ensemble ASV and CM and protect systems from both
non-target and spoofing impostor. To achieve this, it is essential
to build an ensemble model to integrate ASV and CM systems,
or a single model that can detect non-target and spoofing im-
postor simultaneously.

Several existing studies has been discussed to develop a
spoofing aware speaker verification (SASV) system [8, 9, 10,
11] from above two directions: (1) Ensembled model: [10] pro-
posed a novel ensemble back-end model to integrate the deci-
sion of CM and decision of ASV systems; (2) Single model:
[11] optimized a neural network model to minimize both ASV
loss and CM loss simultaneously in multi-task learning style.
[12] promotes ASV and CM through Reinforcement Learning
(RL).

We can notice that the above mentioned single model is
time consuming, and sometimes the models need to be trained
from scratch. Thus, we focus on building an ensemble back-end
model to integrate ASV and CM embeddings. This back-end
model is a box-out method which can be flexibly utilized in any
pre-trained ASV and CM models.

In our previous work [13], we have conducted an attention
back-end model to make full use of multiple enrollment utter-
ances. But it only focuses on ASV to distinguish non-target
speaker. In this paper, we extend this attention back-end for the
SASV scenario. In this new ensemble spoofing-aware back-end
model, we introduce a new branch with trainable parameters
for CM embedding, and propose a novel trial sampling method
with considering on two different impostor cases. Concretely,
the spoofing-aware attention back-end can individually gener-
ate two scores for ASV and CM sub-tasks simultaneously. For
ASV score, it is generated in a same way in [13] except us-
ing the different trial sampling method, which will be described
in Section 3 in detail. For CM score, it is obtained by a sim-
ple linear transformation followed by a sigmoid function on
CM embeddings. These two scores are concatenated as a 2-
dimensional vector and projected to a probability for the final
decision, where mutual interaction between ASV and CM is in-
troduced in training stage of this model. Finally, our proposed
attention back-end model can achieve 1.19 % in term of SASV-
EER metric for the evaluation set.

The rest of this paper is organized as below. In Section 2,
two baseline systems provided by the organizers of this chal-
lenge and evaluation metrics are described in detail. The pro-
posed spoofing-aware attention back-end with score-level fu-
sion as well as the novel trial sampling strategy are illustrated
in Section 3. Experimental result will be reported in Section 4.
And this paper is concluded in Section 5.

2. Baseline systems and evaluation metrics

Two baseline systems are provided by SASVC 2022. Both of
them operate on the embeddings from pretrained models includ-
ing ECAPA-TDNN [14] model for ASV task and AASIST [15]
model for CM task.

2.1. Score fusion baseline

Baselinel simply sums scores generated by the separate pre-
trained ECAPA-TDNN model and AASIST model. Thus, no
data is used for this baseline as it does not involve any training
nor fine-tuning.

2.2. Embedding fusion baseline

Baseline2 involves the fusion of three types of embeddings: one
extracted from an ASV enrollment utterance using the ECAPA-
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Figure 1: Architecture of extended attention back-end with score-level fusion.

TDNN system; the second extracted in an identical fashion from
a test utterance; the third extracted from the same test utterance
using the AASIST spoofing CM system. The model is a vanilla
multi-layer perception with three hidden layers, trained using
the ASVspoof 2019 LA train partition [7].

2.3. Evaluation metrics

As for evaluation metric, SASV performance is assessed us-
ing the SASV-EER as the primary metric without distinguish
between different speaker and spoofed access attempts [7]. Be-
sides, SV-EER and SPF-EER are also used to evaluate the per-
formance of ASV and CM sub-tasks respectively.

3. Spoofing-aware attention back-end

Neural attention back-end [13] was proposed to handle the case
of enrollment with multiple utterances reasonably, which is
common in realistic scenario. But this model does not consider
the condition where the testing utterance is spoofed by speech
synthesis or voice conversion. So we extend it to spoofing-
aware version for SASV scenario by introducing a CM branch
as well as a novel sampling strategy. Note that the proposed
spoofing-aware attention back-end is independent with frozen
pre-trained models, and only the attention-based back-end are
updated during training. Additionally, the sampling strategy
can be flexibly applied for any other ensemble back-end model
trained on trial pairs. Detail of the back-end module and sam-
pling strategy are described in this section.

3.1. Model architecture

The detailed architecture of the proposed spoofing-aware at-
tention back-end for SASVC is illustrated by Figure 1. Sup-
pose a speaker has K enrollment utterances {@1.7, - - - , &1}
and one test utterance yi1.7. K enrollment ASV embeddings
{elsy, -, ek}, one test ASV embedding q,s, and one CM
embedding g.,, can be derived from the pre-trained ASV and
CM models respectively. Those embeddings are treated as in-
put for our proposed ensemble back-end. Within the back-end,
K enrollment ASV embeddings {e,.,, - ,eX .} are firstly
converted to a single speaker representative vector h through
scaled-dot self-attention (SDSA) [16] and feed-forward self-
attention (FFSA) [17, 18] modules step by step as the descrip-
tion in [13]. Then, this back-end module will produce proba-
bility scores based on the mentioned embeddings gcm , Qasv as
well as h for two different hypothesises respectively.

One hypothesis is that whether the utterance yi.r is
bonafide or not, which can be formulated by the following equa-
tion:

1
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where P, is the CM probability how likely the input can be
bonafide. CM score scr, is transformed from the CM embed-
ding gcn by a linear transformation layer as shown in Figure
1.

The other hypothesis is whether yi.7 is uttered by the
speaker who enrolled his or her identity with {&]., - - , 57}
utterances. As these multiple enrollment utterances has been
transformed into a single speaker representative vector h by the
pretrained ASV model and attention modules in our back-end



model, the probability of this hypothesis can be calculated by
the following formulas:
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where Posy(gasv, ) denotes the probability of gqs.» and h be-
longing to the same speaker, and a and b are trainable parame-
ters.

Unlike baselinel, that apply linear combination on the
probability of ASV and CM modules only in inference stage,
our proposed spoofing-aware back-end module can benefits
from the interaction between ASV module and CM module dur-
ing training stage through backward propagation. For example,
the spoofing information contained in the CM embedding may
have impact on the enrollment process of multiple utterances.
Therefore, the CM probability P.,, and the ASV probability
which is denoted as P,s, in Figure 1 are concatenated as a 2-
dimensional vector and it is projected to the final probability by
a simple linear transformation as well as a sigmoid function as
shown below.
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where P(P.p, Pasv) denotes the probability of a joint decision
between CM (eq. 1) and ASV (eq. 2). s is the final score used
for the decision making. w1, we and v are trainable parameters
in the linear transformation.

3.2. Trials sampling strategy

To train the proposed back-end module for SASVC, a novel tri-
als sampling method is proposed and demonstrated in this sec-
tion. For each mini batch, assuming it has M speakers, each
speaker has K ASV embeddings and K CM embeddings, the
size of one mini batch is M x K for both speaker embeddings
and countermeasure embeddings. In our experiment, M and K
are set as 16 and 10, respectively. Considering the number of
bonafide audios is limited in the training dataset, we control the
number of bonafide audios and spoof audios for each speaker in
one mini-batch to be equal, which means one speaker in a mini-
batch has K /2 bonafide audios and K /2 spoof audios. When
one mini batch of data is fed into the back-end module, ASV
embeddings will be rearranged to form speaker verification tri-
als which have multiple enrollment ASV embeddings.

Table 1 illustrates one example to form the pairs of (fesz-
speaker-embedding, enrollment-data) for ASV sub-task. In this
example, one mini batch of data has M = 3 speakers A, B,
and C, and each speaker has K = 4 embeddings consisting of
2 bonafide audios and 2 spoof audios whose index ranges from 1
to 4. Index with underline indicate from bonafide audios. There
are numerous ways to compose the pairs, but we only consider
the following cases. For positive pairs of ASV sub-task where
test and enrollment utterances are from the same speaker, one
test speaker embedding is selected from the speaker’s data, and
the rest are left for enrollment. For negative pairs of ASV sub-
task where the speaker of the test utterance is different from

that of enrollment data, we only consider pairs marked by (test-
speaker-embedding=v/, enroll=(x, X, X)) of other speakers in-
cluded in a mini batch. And the the trials sampling method
will mask the spoof enroll out by setting these embeddings as
zero vectors following other attention mechanisms [16, 17, 18].
As for the label of triple of (test-CM-embedding, test-speaker-
embedding, enrollment-data), an AND operation denoted as X)
between CM label of the test utterance and ASV label of the
pair (test-speaker-embedding, enrollment-data) is conducted to
determine the final label for training.

3.3. Loss function

Binary cross-entropy (BCE) is used as loss function to train the
proposed extended attention back-end model. According to the
above mentioned trials sampling method, let us respectively de-
fine ¢/ as a countermeasure embedding and ¢, as a speaker
embedding vector extracted from the m-th test trial of speaker
I, h™™ is based on an enrollment set m as h shown in Figure 1,
which contains multiple audio files uttered by speaker n [13].
Superscript 1 and n indicate the testing and enrollment speaker
respectively. The BCE loss can be computed as below,

Loce =— Y [T(l=n)log P(q,, k"™ qlm) (5

Vim,n
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where Z(-) is an indicator function that returns one when its
argument is true and zero otherwise.

Due to the proposed trials sampling method, the extremely
unbalanced ratio of positive samples and negative samples in a
mini-batch is equal or even less than 1 : (M — 1). To alle-
viate the impact of unbalanced mini-batch and emphasize the
contribution of hard training samples [19], we select all posi-
tive samples and top H negative samples with large values to
implement backward propagation.

4. Experiments
4.1. Datasets

In this challenge, the organizers provide VoxCeleb2 [20],
ASVspoof 2019 LA [21] train partition and development par-
tition as training data. Since our proposed model focuses on in-
tegrating ASV and CM information from a back-end view, we
leverage speaker and CM embeddings extracted from the pro-
vided pretrained ECAPA-TDNN [14] and AASIST [15] mod-
els as the training data. The training data we used contains
bonafide and spoofed utterances, with a total amount of more
than 25,000 utterances from 20 speakers. The development
set contains around 25,000 speaker and CM embeddings from
the ASVspoof 2019 LA development partition. The ASVspoof
2019 LA evaluation partition is used for evaluated, with more
than 70,000 utterances from 48 different speakers.

4.2. Training strategy

Before feeding data to the proposed model, training trials are
sampled from training embeddings by using the above men-
tioned method. In our experimental setting, one mini-batch
contains 16 speakers and each speaker has 5 bonafide embed-
dings and 5 spoofing embeddings. In order to optimize the
model, SGD optimizer with 0.0001 learning rate, 0.9 momen-
tum and 0.00001 weight decay is utilized to train the model for
40 epochs. The learning rate is decayed by 0.95 at the end of



Table 1: Composition of triples of (test-CM-embedding, test-speaker-embedding, enrollment-data) for training back-end model and
ground-truth labels from mini-batch. A, B, and C are speaker IDs, and 1, 2, 3 and 4 are his or her audio IDs (IDs with underline
indicate the bona fide case). v’ and X denote test and enrollment audio files, respectively.
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Table 2: The three different EERs (%) for the SASV 2022 de-
velopment and evaluation partitions. SASV-EER for all systems
are calculated using the entire protocol that includes trials used
to measure the SV-EER (target vs. non-target) and those used
to measure the SPF-EER (target vs. spoof). Results shown for
a conventional ASV system (ECAPA-TDNN), the two baseline
solutions as well as our proposed extended attention back-end
with score-level fusion.

SV-EER SPF-EER  SASV-EER
Dev Eval Dev Eval Dev Eval
ECAPA-TDNN 1.88 1.63 20.30 30.75 17.38 23.83
Baselinel 32.88 3532 0.06 0.67 13.07 19.31
Baseline2 12.87 1148 0.13 0.78 4.85 6.37
Proposed 141 132 061 1.14 0.81 1.19

each epoch. In addition, due to the heavily unbalanced posi-
tive and negative trials within one mini-batch described in Sec-
tion 3.2 and Section 3.3, only the top 100 largest loss values of
negative trials and all positive trials are selected for backward
propagation.

4.3. Results and analysis

Table 2 demonstrates our best SV-EER, SPF-EER and SASV-
EER performance of each system. The first line of this table
shows how vulnerable the SOTA ECAPA-TDNN ASV model is
when attacked by spoofing data. The EER of ECAPA-TDNN on
eval dataset has been heavily degraded from 1.63% to 23.83%.
Compared the result of baselinel with that of ECAPA-TDNN,
just simply introducing CM information in inference stage can
alleviate the vulnerability of ASV model. However, due to no
learnable parameter in baselinel model, the result is still unac-
ceptable compared with the case of no spoofing attacks. Dif-
ferent with baselinel, baseline2 trained a vanilla MLP model to
solve this binary classification problem and the result is largely
improved compared with baselinel. As for the result of score-
level fusion attention back-end on the fourth line, due to the
interaction between ASV and CM modules in training stage,
both metrics of SASV-EER and SV-EER far surpass baseline2
system more than 80% relatively. Another SPF-EER metric is
slightly worse than baseline2.
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4.4. Ablation analysis

In order to verify the effectiveness of our proposed trial sam-
pling method, a simple ablation study was conducted and its re-
sult is shown in Table 3. Compared with the spoofing-aware at-
tention back-end, all attention modules are substituted by a sim-
ply average operation to aggregate multiple enrollment speaker
embeddings into a single speaker representative vector which
is equivalent to h in Figure 1. The result in the second line of
Table 3 shows even if the model only has a few learnable pa-
rameters without using any attention mechanism, it can realize
a surprising result as long as feeding the training trials sampled
by the proposed sampling method to the model. On the contrary,
baseline2 adopted a random sampling method [7] which reults
in much worse result even if it used a vanilla MLP model with
3 layers, whose number of parameters is far beyond the average
model. Additionally, when comparing the second line and the
third line, it proves that these attention modules in our proposed
model is necessary to improve the performance further.

Table 3: The three different EERs (%) for ablation study of the
proposed trial sampling method. Average means simply average
enrollment speaker embeddings to a single speaker representa-
tive vector. Attention denotes the system uses attention mecha-
nisms to aggregate multiple enrollment embeddings.

SV-EER SPF-EER  SASV-EER

Dev Eval Dev Eval Dev Eval

Baseline2 12.87 11.48 0.13 0.78 4.85 6.37
Average 209 197 007 076 1.15 1.53
Attention 141 132 0.61 1.14 0.81 1.19

5. Conclusions

In this paper we proposed a spoofing-aware attention back-end
model for the SASV task. In addition, we also designed a novel
and general sampling strategy for the model which is trained
based upon trial-pairs. On the ASVspoof 19 evaluation partition
data, our model outperformed the best baseline system provided
by the organizers of SASVC more than 80% relatively. And the
ablation analysis also shows the effectiveness of our proposed
method.
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